
WÄRTSILÄ ICS  
VULNERABILITY ADVISORY 
With new cyber vulnerabilities being discovered on an almost daily basis, timely reports about those that affect 
your critical operational technology (OT) systems and devices will help you to improve security and support 
uninterrupted operations. The Wärtsilä ICS vulnerability advisory service provides notifications and guidance 
on threats and vulnerabilities for specific OT assets along with actionable recommendations to control and 
mitigate them.

CYBER PROTECTION

WÄRTSILÄ CYBER SERVICES

KEY BENEFITS
• Stay up to date on the latest threats 

and vulnerabilities

• Receive actionable recommendations 
on how to protect your OT installation 
against current threats

• Choose the relevant controls and 
mitigating actions related to the 
identified vulnerabilities

• Gain a deeper understanding about 
the status of your OT system

• Reduce your cyber security-related 
risks



STAY ONE STEP AHEAD
With the Wärtsilä ICS vulnerability advisory service, 
Wärtsilä cyber security experts monitor new vulnerabilities 
and threats affecting selected OT components and 
systems. We work with you to identify which Wärtsilä and 
non-Wärtsilä OT assets will be monitored by the service 
based on their criticality. You will be then notified about new 
threats and receive regular reports about the vulnerability 
status of the selected systems along with actionable advice 
on how to maintain their security.

SCOPE OF SUPPLY  
The Wärtsilä ICS vulnerability advisory service is suitable 
for any critical OT asset and is included in the Cyber 
protection module of Wärtsilä Cyber services. Delivery 
includes vulnerability advisory reports with information and 
recommendations on identified vulnerabilities affecting 
critical OT systems and devices. 

Although we provide recommendations and risk 
remediation suggestions, the Wärtsilä ICS vulnerability 
advisory service does not implement the needed changes 
–  these controls and mitigating actions can be provided 
through other Wärtsilä Cyber services.
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WÄRTSILÄ CYBER SERVICES
Wärtsilä Cyber services help you to understand the cyber security status of your operational environment and mitigate 
identified risks. We use a systematic approach, from assessing your current cyber posture to implementing appropriate cyber 
controls and lifecycle services.

Cyber assessment
Assess your current situation and 
understand where you are in terms 
of cyber risks, compliance gaps or 
technical vulnerabilities

Cyber foundation
Establish the foundation for your 

cyber risk management by setting 
up a cyber security management
system, governance and policies

Cyber recovery
Maintain resilience with active 
threat and security monitoring and 
effective incident response

Cyber protection
Implement procedural and technical 

controls and system upgrades to 
reduce cyber risks

CYBER 
RESILIENCE


