
Let’s build our 
human firewall 
together

#cybersecure #together

To receive cyber security vulnerability assistance 
and incident response, report a cyber security 
incident to your Wärtsilä contact person.

To learn more go to:
https://www.wartsila.com/about/cyber-security

Cyber security is about people,
it is our shared responsibility.

Let’s take ownership 
and stay on our toes!

Wärtsilä is committed to a cybersecure 
business ecosystem, where cyber security 
is a common and shared responsibility.

In this leaflet you can find some of the 
cyber security behaviours which Wärtsilä 
recognises as best practices.
You are encouraged to follow these 
recommendations and be an active 
participant in cyber security.

It secures you and others too! 

If in doubt, give us a shout

Lock it down
Share with care
Keep a clean machine

#cybersecure #together
Your Cyber Essentials



Lock it down
• Install a multi-factor authentication (MFA) app 

and use MFA wherever possible.
• Use different passwords for different 

accounts.
• Use long passphrases that combine symbols 

and words.
• Do not disclose your passwords

to anyone.

Keep a clean machine
• Keep all software on internet-connected 

devices up-to-date.
• Only install approved and licensed software 

and applications.
• Mark files based on their sensitivity.
• Use official cloud services as a primary 

storage for data.
• Limit printing, shred if no longer needed.

Share with care

• When in public spaces, do not access 
or work on internal documents in plain sight.

• Connect to VPN when using public networks.
• Configure privacy settings and MFA 

for every social account.
• Avoid sharing your movements 

and routines online.

If in doubt, give us a shout

• Take special care with unsolicited emails 
containing links or attachments.

• Do not open links or attachments from 
unfamiliar or suspicious senders.

• Report suspicious emails.
• Don’t assume calls or texts are legitimate, 

verify caller's identity.

Stay away from malicious 
software

Keep your devices
up to date

Secure your mobile devices

Stay off the phishing hook

Think before you post 
and share

If you connect it, 
protect it

#cybersecure #together

Use strong passwords and
multi-factor authentication


